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1
Decision/action requested

It is requested to approve the specification of the concept of ‘authentication subscription data’
2
References

N/A
3
Rationale

For the study on “Storage of Secure Parameters in a 5G system” it is needed to be clear about the concepts (and terminology) of the specific subscription data that may need to be secured when stored and transferrd (if it is transferred). This contribution aims at specifying the concept of authentication subscription data.

After agreement of data that is of concern in this study (and that may or may not need to be protected), (current and future) key issues can address the questions on which data needs to be secured during storage and/or transfer, and how to secure it.
4
Detailed proposal

START OF CHANGE 1
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[xx]
3GPP TS 35.205: "Specification of the MILENAGE algorithm set: An example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: General".

[yy]
3GPP TS 35.231: "Specification of the Tuak algorithm set: A second example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: Algorithm specification ".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
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5.1
Overview

Editor's Note: Content to be added to this section
Authentication subscription data is data that:

-
is needed for the generation of authentication vectors in the UDM/ARPF (as described in 3GPP TS 33.501 [2]); and
-
is stored in the 5G core network.
NOTE 1:
Data that is needed for the generation of authentication vectors, but that does not need to be stored in the 5G core network is not authentication subscription data. An example of such data is the random challenge RAND.
Authentication subscription data consists of:

-
the long term key K;

-
the sequence number SQN;

-
the authentication management field AMF;

-
additional parameters depending on the authentication algorithm used (e.g. OP or OPc if Milenage (cf. 3GPP TS 35.205 [xx]) is used, TOP or TOPc if TUAK (cf. 3GPP TS 35.231 [yy]) is used, other parameters for proprietary algorithms);
-
the authentication method used;

-
the authentication algorithm used.
Authentication subscription data may be specific per SUPI (e.g. long term key K, sequence number SQN, Milenage parameter OPc, TUAK parameter TOPc), or it may be generic for all SUPIs (e.g. authentication management field AMF, Milenage parameter OP, TUAK parameter TOP). 
NOTE 2:
If a SUPI specific parameter (e.g. OPc or TOPc) is derived from a stored generic parameter (e.g. OP or TOP), then the specific parameter does not have to be stored and hence is not part of authentication subscription data.
Editor’s note: it is FFS which part of the authentication subscription data needs to be secured during storage and transfer (if transferred).
Editor’s note: it is FFS whether or not to distinguish multiple levels of security (extremely high, high, medium) for the securing of stored and/or transferred data.
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